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General Control Objectives  Control Environment  Review Result  

  No. Page 
Achievement of the Organization’s Strategic 
Objectives  
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Review Results, Recommendations and Responses  
 

1. The current c hange management process requires strengthening to reduce risk for 
mission critical assets.  

 
Condition: A documented, integrated, and automated change management process is not in 
place to track change and approvals related to mission critical systems and confidential data. 
 
Criteria:  
�x ISACA’s COBIT Deliver, Service, and Support (DSS) domain includes six process areas 

related to managing IT services. The process areas include managing IT security services 
and business process controls. 

 
�x ISACA’s COBIT Build, Acquire, and Implement (BAI) domain includes ten process areas, 

including processes related to managing change.  
 
Cause:  The University does not require decentralized IT units to implement effective IT 
processes, including change management. 
 
Effect: Unmanaged change can cause severe impacts to information technology systems, 
services, and data. The impacts can include downtime, loss of data, and potential security 
incidents. The impacts can be potentially damaging if the systems and services are mission 
critical, or if regulated and confidential data are compromised. 

 
Recommendations:  
1. Implement a change management process that includes impact assessment and the 

automated capability to document, approve, and track change to software and hardware 
related to mission critical systems and confidential data.  

2. Strengthen the Patch Management Policy by adding steps for tracking, testing, and 
approving a change in the policy, or include the patch management process in an overall 
change management process. 

 
Management Responses : 
1. Implemented May 2017. Facilities Management will document, integrate, and automate a 

change management process to track changes and approvals related to mission critical 
systems and confidential data by May 1, 2017. The process will review managing IT 
security services and business process controls. Additionally, a Change Management 
Policy was adopted. 

2. Implemented May 2017. Facilities Management will add steps for tracking, testing, and 
approving a change in policy, or include the patch management process in an overall 
change management process. Additionally, a Patch Management Policy was adopted. 
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