
 
 
 
 
 

 
 
Issued by: 



Never Settle Strategic Plan’s 

Synergy strategic priority  through the optimization, expansion,  and alignment of IT capacity. 

This is  our t h i r d  audit of IT general controls wit hin a decentralized IT unit , and our f i r s t  

specifically related to FM IT .  

 
Background:  The Univer sit y, like  many large organiz at ions , suppor t s both cent r alized and 
decent r aliz ed IT services. It is comm on for large organi zat ions to cent r alize inf r ast r uct ur e

M anagem e nt .

1  FM IT employs seven full- time  staff  
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Decentralized Unit 
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General Control Objectives  Control Environment  Review Result  

  No. Page 
Achievement of the Organization’s Strategic 
Objectives  
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Review Results, Recommendations and Responses  
 

1. The current c hange management process requires strengthening to reduce risk for 
mission critical assets.  

 
Condition: A docum ent ed, integr at ed, and autom at ed change man agem ent process is not in 
place to track change and appr ov als relat ed to mission crit ical syst em s and conf ident ia l data.  
 
Criteria:  
�x ISACA �s COBI T Deliv er , Service , and Suppo r t (DSS) domain inclu d es  six process areas 

relat ed to managing IT services. The process areas include manag ing IT secur it y  services 
and busin e ss process cont r ols.  

 
�x ISACA �s COBI T Build , Acquir e , and Implem ent ( BAI ) domain incl u des ten process areas , 

inclu ding pr ocesses relat ed to managin g cha nge.   
 
Cause:  Th e Univer sit y does not requir e dec ent r alized IT unit s to implem ent effect ive IT 
process es , inclu ding change man agem ent.  
 
Effect: Unm anaged change can cause seve r e impact s to infor m at ion technol ogy syst ems, 
services,  and data. The impact s can inclu de downt im e, loss of data , and potent ial secur it y 
incid ent s. The impact s can be potent ial ly damaging if the syst em s and services are missi on 
crit ical,  or if regulat ed and conf id ent ial data are compr om ised.  

 
Recommendations:  
1.  Implem ent a change m anagem e nt process that include s impact assessm ent and the 

autom at ed capabi lit y to docum en t, appr ove,  and track change to soft war e and hardwar e 
relat ed to mission crit ical syst em s and conf ident ial dat a.  

2.  Strengt hen the Patch Managem e nt Policy by adding steps for tracking, test ing, and 
appr oving a change in the policy , or include the patch managem e nt process in an over al l 
change m anagem ent process.  

 
Management Responses : 
1.  Implem ent ed May 2017.  Facilit ie s Managem ent will docum ent, integr at e,  and autom at e a 

change managem ent process to track changes and appr ovals rel at ed to mission crit ical 
syst em s and conf ident i al data by May 1, 2017. The process wil l review  managi ng IT 
secur it y services and business pro cess cont r ols.  Addit ion ally, a Cha nge M anag em ent 
Policy was adopt ed.  

2.  Implem ent ed May 2017.  Facilit ie s Managem ent will add steps for tracking, test ing, and 
appr oving a change in policy , or inclu de the patch managem ent process in an over all 
change m anagem ent p rocess.  Addit ion ally, a Patch Managem ent Policy  was adopt ed.  
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